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Update EU-US Privacy Shield:  

How to look at it from a business 

perspective? 
Personal Data, Transfer to the US, Privacy Shield, Safe Harbor, ECJ Decision Schrems 

13 July 2016, update of communiqué of 3 February 2016 

On 12 July 2016 the European Commission adopted the EU-US Privacy Shield, with immediate effect. 

The press release on and full text of the decision are available on this webpage. The Privacy Shield is 

a new framework for transatlantic data flows, which replaces the invalidated Safe Harbor mechanism. 

Purpose of the new framework is to ensure the protection of the fundamental rights of European 

citizens where their data are transferred to the US, and at the same time it should provide legal 

certainty for businesses. The US Department of Commerce also published a guidance on how 

organizations can join the Privacy Shield, and will begin accepting self-certifications from 1 August 

2016. 
   

Many businesses are dependent on their data 

flows from the EU to the US and vice versa. 

Multinationals having establishments in the EU 

and in the US, for example, would face 

significant difficulties with conducting business 

without such data transfer (including related to 

their global email, HR, CRM systems), and EU 

companies would not be able to use US 

service providers. With high monetary 

interests at stake, the strict standards set by 

the European Court of Justice (ECJ), and 

difficult discussions with the US, the 

negotiators was not left much time to reach a 

comprehensive deal that would satisfy all 

interests and requirements. 

 The draft version of the Privacy Shield was 

published on 29 February 2016. It did not reach 

its intended result, as it was heavily criticized, 

including by the Article 29 Working Party (which 

consists of the member state data protection 

authorities) and the European Parliament. A 

brief overview of this critique is set out below. 

Whether the final version of the Privacy Shield 

sufficiently eliminates these objections, is not 

yet clear. The Article 29 Working Party shall 

discuss this on a European level on 25 July 

2016, and then publish a statement. It seems 

also likely that the Privacy Shield will be 

challenged again before the ECJ. 

 

Critique draft version EU-US Privacy Shield 

 Access US authorities. It includes the possibility for US authorities to access data transferred under the Privacy Shield. 

 Data minimization. The language used in the draft adequacy decision does not oblige organizations to delete data if 

they are no longer necessary, although it is essential that this is included.  

 Bulk data. It includes the possibility of collecting bulk data, in some cases, which does not meet the criteria of 

"necessity" and "proportionality" laid down in the EU Charter of Fundamental Rights. Annex VI does not fully exclude the 

continued collection of massive and indiscriminate data by the US administration. 

 US ombudsperson. The proposed US ombudsperson is neither sufficiently independent, nor vested with adequate 

powers to effectively exercise and enforce its duty. As a minimum, the powers and the position of the Ombudsperson 

need to be clarified in order to demonstrate that the role is truly independent and can offer an effective remedy. 

 Possibility of redress. The redress mechanism is too complex. 
 

http://europa.eu/rapid/press-release_IP-16-2461_en.htm
https://www.commerce.gov/sites/commerce.gov/files/media/files/2016/how_to_join_privacy_shield_sc_cmts.pdf
http://europa.eu/rapid/press-release_IP-16-433_en.htm
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/index_en.htm
http://www.europarl.europa.eu/news/nl/news-room/20160524IPR28820/EU-US-%E2%80%9CPrivacy-Shield%E2%80%9D-for-data-transfers-further-improvements-needed-MEPs-say
http://www.irishtimes.com/opinion/privacy-shield-the-new-eu-rules-on-transatlantic-data-sharing-will-not-protect-you-1.2719018#.V4T4zlvcIZA.twitter
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What does the final version EU-US Privacy Shield include? 

According to the press release of the European Commission of 12 July 2016, the new arrangement will include: 

 Strong obligations on companies handling data. The US Department of Commerce will conduct regular updates and 

reviews of participating companies, to ensure that companies follow the rules they submitted themselves to. If companies 

do not comply in practice they face sanctions and removal from the list. The tightening of conditions for the onward 

transfers of data to third parties will guarantee the same level of protection in case of a transfer from a Privacy Shield 

company. 

 Clear safeguards and transparency obligations on US government access. The US has given the EU assurance that 

the access of public authorities for law enforcement and national security is subject to clear limitations, safeguards and 

oversight mechanisms. 

 Effective protection of individual rights. Any citizen who considers that their data has been misused under the Privacy 

Shield scheme will benefit from several dispute resolution mechanisms. Ideally, the complaint will be resolved by the 

company itself; or free of charge Alternative Dispute resolution solutions will be offered. Individuals can also go to their 

national Data Protection Authorities, who will work with the Federal Trade Commission to ensure that complaints by EU 

citizens are investigated and resolved. As a last resort there will be an arbitration mechanism. For redress possibility in the 

area of national security for EU citizens, there is an Ombudsperson independent from the US intelligence services. 

 Annual joint review mechanism. The mechanism will monitor the functioning of the Privacy Shield, including the 

commitments and assurance as regards access to data for law enforcement and national security purposes. 

What do we advise? 
As long as the statements of the Article 29 Working Party and/or individual Data Protection Authorities (expected 

on 25 July 2016) have not yet been published, we advise businesses which transfer personal data from the EU to 

the US to continue to rely upon the alternative instruments that are available. In view of the expected legal 

challenges to the Privacy Shield, and accompanying significant uncertainty, business should in any case not rely 

exclusively on the Privacy Shield for their transatlantic data flows. Should businesses decide that they want to use 

the Privacy Shield mechanism as soon as possible, for example as a potential fail-safe mechanism for the 

situation that the Privacy Shield withstands scrutiny and other currently accepted instruments are invalided (see 

further below), they should bear in mind that the US Department of Commerce will begin accepting self-

certifications from 1 August 2016. 

Available instruments - status July 2016 

The EU Data Protection Directive (95/46), which currently still forms the basis of the EU data protection laws (until 25 May 2018 

when the GDPR will be applicable), provides that personal data may in principle only be transferred to countries outside the 

EEA that offer an adequate level of data protection. The European Commission has adopted various adequacy decisions that 

legitimize the transfer of personal data to certain third countries, finding that they provide an adequate level of data protection. 

Next to that, there exist various other possibilities to legitimize data transfers to countries outside the EEA (which are still valid 

instruments according to the Article 29 Working Party): 

 The conclusion of EU Standard Contractual Clauses issued by the Commission.  

Although this is currently still a valid option, the future of these clauses is uncertain. On 25 May 2016, the Office of the Data 
Protection Commissioner of Ireland declared that it intends to seek declaratory relief in the Irish High Court and a referral to 
the ECJ to determine the legal status of data transfers under these clauses. 

 In case of intra-group data transfers: approved Binding Corporate Rules. 

 Rely upon one of the exemptions (such as consent of the data subject / performance of an agreement). 

Depending on the applicable jurisdiction, a permit may be needed. 

General privacy obligations 

Besides the data transfer rules, also the general data protection obligations should be taken into account when processing 

personal data, including data breach notification duties.  As of 1 January 2016, the Dutch Data Protection Authority may impose 

substantial fines of up to EUR 820,000 (or more) or 10% of the annual turnover of a company for violation of the main privacy 

obligations set forth in the Dutch Data Protection Act. 

The Van Doorne Privacy Team can advise and assist you with actions needed to become privacy compliant. 

 

https://www.dataprotection.ie/docs/25-05-2016-Statement-by-this-Office-in-respect-of-application-for-Declaratory-Relief-in-the-Irish-High-Court-and-Referral-to-the-CJEU/1570.htm

