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INTRODUCTION

The financial ecosystem as we know it is subject to 

disruptive technological innovations and this does not only 

refer to crypto currencies. An increasing number of telco's, 

IT suppliers and technology-driven service providers, 

including an enormous number of startup companies, are 

competing with the more traditional financial institutions in 

niche segments of the financial ecosystem. As FinTech 

solutions touch on several areas of EU law both in- and 

outside the expertise of the traditional tech lawyer, 

navigating through the regulatory framework is a must to 

keep track of our tech clients’ businesses. For example, to 

assess whether the client’s (intended) activities require a 

license under financial supervision legislation, to verify 

whether the FinTech solution constitutes an outsourcing and 

the role of the regulatory authority in that context, or to 

advise on the impact of (new) rules on payment services (e.g. 

PSD2) and electronic money (e.g. EMD2). And if all the 

FinTech solutions have one thing in common: it is all not 

about the money! Fintech solutions create valuable data, 

while the re-use of such data for commercial purposes is still 

a sensitive subject from a privacy perspective. Yet another 

maze of strict regulations to navigate through.
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I. THE FINTECH ERA(S)

The term “FinTech” originally refers to the use of innovate 

and/or disruptive technology to deliver financial solutions 

and represents a rapidly growing industry that nowadays also 

includes solutions for other industries (such as digital 

identification and authentication solutions that will also 

prove valuable for, for example, the healthcare industry). The 

FinTech industry has increasingly attracted the focused 

attention of the media, investors, traditional participants in 

the financial ecosystem, regulators and supervisory 

authorities alike.

Although FinTech is only a hot topic for some years now, the 

term’s origin can actually be traced to the early 1990s when 

the Citigroup initiated the “Financial Services Technology 

Consortium”, a project in order to facilitate technological 

cooperation efforts.1  The interlinkage of “fin” and “tech” 

even has a longer history; it has evolved over three distinct 

eras:

i. The first era (from 1866 to 1987) was the first period 

of financial globalization supported by technological 

infrastructure such as transatlantic transmission cables;

ii. During the second era (from 1987 to 2008) financial 

services firms increasingly digitized their processes; 

                                                          
1 Marc Hochstein, Fintech (the Word, That Is) Evolves, (5 October 2015) 
AmericanBanker (http://www.americanbanker.com).
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iii. Since 2009 the third era has emerged, which focuses 

on the market participants, mostly start-ups, that deliver 

innovative financial products or services rather than on the 

way of delivery of financial products or services itself.2  

Especially the current third era poses challenges for 

regulators and supervisory authorities on the one hand and 

market participants on the other hand. This particularly in 

balancing the potential benefits of innovation (allowing in 

most cases more efficiency, more transparency, less costs and 

a better customer experience in comparison to traditional 

financial services) with the potential risks for which a 

complex legal framework has been put into place that, 

however, to a large extent is based on traditional financial 

concepts and does not anticipate on innovations. Can 

traditional financial services firms cope with the current 

speed of innovation by rapidly adopting FinTech start-ups 

and their solutions? If so, the area of compliancy with the 

complex legal framework may prove to be the winning ticket 

for the traditional financial services firms in this FinTech 

lottery.

II. TOPOLOGY OF FINTECH INDUSTRY

There are many ways to develop a topology of the FinTech 

industry in the current third era. One can, for example, 

differentiate between several main categories of 

services/solutions: 

                                                          
2 The three eras are described more elaborately by Douglas W. Arner, 
Jànos Barberis & Ross P. Buckley, The Evolution of Fintech: A New 
Post-Crisis Paradigm?, (20 October 2015) Social Science Research 
Network (http://ssrn.com).
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i. Payments (e-payments, m-payments, contactless 

payments, mobile wallets, instant payments, e-invoicing 

etc.);

ii. SME and entrepreneurship financing (e-trading, 

crowdfunding, p2p lending etc.);

iii. Crypto currencies (Bitcoin etc.);

iv. Big data analytics and predictive modeling (split-

second credit scoring, robo-advisory services);

v. Infrastructure (cyber crime, information security, 

blockchain, cloud, API’s etc.);

vi. Onboarding and transaction authentication (KYC, 

eID, smile to pay etc.);

vii. Customer experience (omni-channel customer 

intimacy, personal financing management, “Überization” of 

financial services etc.).

Another distinction that can be made is between the various 

FinTech startups. They generally fall into three categories: 

wrappers; replacers; and reformers. The wrappers are the 

ones that are wrapping themselves around the incumbent 

financial eco-system to try removing the current friction in 

the eco-system and making money more easy to save, spend 

and use. The replacers are those who wish to replace core 

financial services with autonomous IT systems (whether AI 

or not), however taking into account the current eco-system. 

As the final category, the reformers are those trying to 

actually reform the financial eco-system. A good example of 

a reformation is the introduction of the Bitcoin, disabling the 

necessity to involve incumbent banks to trade in e-value.

In their traditional business models incumbent financial 

services firms typically offer a broad product and service 
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portfolio. In the FinTech industry, however, there is an 

increasing number of market participants that invade the 

financial ecosystem by focusing on merely improving 

specific parts of these traditional business models by means 

of technological innovations. 

One may doubt whether this presents a problem to incumbent 

giants. It does when they still wish to be good at everything, 

everywhere for everyone. The FinTech competition has just 

become too specialized in specific areas of their product and 

service portfolio. Also the number of FinTech players has 

become very big and their pace of innovation very high. You 

can compare it with ‘sandblasting’: 

“One grain of sand does not have much 

impact, but many of them targeting a specific 

point at high velocity cuts right through any 

material.”3  

The end result: unbundling of traditional business models of 

doing everything, everywhere for everyone.

III. INEXPERIENCE WITH REGULATORY 

COMPLIANCE

The evolving FinTech industry raises many compliancy 

questions. For example, how to qualify FinTech players and 

their products and services under the applicable financial 

supervision regulatory framework? And what about any 

                                                          
3 Mounaim Cortet & Douwe Lycklama, Fintech is unbundling the 
universal banking model: three strategic questions to answer, (31 August 
2015) Innopay (https://www.innopay.com/blog/).
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‘know your customer’ (KYC) requirements: do all FinTech 

players need to verify the identity of their customers?

An interesting study of The Economist Intelligence Unit, 

sponsored by Hewlett Packard, learns that 82% of the 

FinTech executives surveyed consider inexperience with 

regulatory compliance as an important weakness of FinTech 

players in competing with banks (22 out of the 100 FinTech 

executives even cited this as a ‘very important’ weakness), 

while 80% of the senior bankers surveyed consider 

regulatory experience as an important strength of banks in 

competing with FinTech players (34 out of the 100+ senior 

bankers even cited this as a ‘very important’ strength).4  

Consequently, as successful FinTech players emerge, they 

need to understand and accept their need for experience in 

navigating the legal framework and maintaining regulatory 

compliance. This is also confirmed by the Boston Consulting 

Group: 

“Organizations that can identify compliance 

issues, discuss them candidly, and move to 

address them effectively will find themselves 

well positioned to thrive in the ever-evolving 

regulatory climate.”5

If, notwithstanding the above, FinTech players still do not 

feel the urge to educate themselves in the field of regulatory 

                                                          
4 The disruption of banking, (20 October 2015) The Economist 
Intelligence Unit (http://www.economistinsights.com/).
5 Jeanne Bickford et al., Enabling Sustainable Compliance at Banks, 
(18 September 2015) The Boston Consulting Group 
(https://www.bcgperspectives.com). 
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compliance, the last safeguard towards regulatory 

compliance will eventually have to come from customer 

education and distrust of placing their funds and/or financial 

data with a FinTech player that cannot show it is compliant.6

In this respect banks may still have an advantage by bringing 

hard-won expertise in the critical fields of regulatory 

compliance to the competition table.

Notwithstanding the above, unawareness and inexperience 

are not the sole reasons for the lack of regulatory compliance 

with FinTech players. The lack of regulatory compliance 

may also be active as when a FinTech player does not believe 

it should be subject to rules and regulations meant for 

traditional financial services firms, or even worse when a 

FinTech player is certain it should not be subject to said rules 

and regulations. On the other hand, this active lack of 

regulatory compliance (or misplaced certainty) is nothing 

more than another clear example of the respective FinTech 

player’s unawareness as to what laws and procedures are 

applicable to its business and services.7

                                                          
6 One may doubt, however, whether this trust issue is still a relevant 
decision factor for customers. A 2015 survey by Let's Talk Payments 
reported that American trust levels in technology firms handling their 
finances is not only on the rise, but actually exceeds the confidence 
placed in banks. See  “Survey shows Americans trust technology firms 
more than banks and retailers”, (25 June 2015) LTP 
(http://letstalkpayments.com). There is also an increasing number of non-
listed companies and young start-ups that are handling customers’ money 
and financial data. Furthermore, millions of lenders and borrowers alike
are willing to place or borrow billions on non-regulated p2p lending
platforms due to the cheaper cost, better return and increased 
convenience.
7 It has to be said that not all FinTech players are indeed unaware of the 
applicable regulatory framework. Many FinTech players are founded by 
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IV. NAVIGATING THE LEGAL FRAMEWORK

(A) Basic regulatory principles

In order for FinTech players to become familiar with the 

applicable regulatory framework in the EU, it is important to 

first understand the raison d’etre of regulators and the 

reasons behind the rules they enforce. In short, these reasons

are as follows:

(i) remedy and, if possible, prevent so-called 'market 

failures';

(ii) manage systemic risk of contagion when 'too big to 

fail' financial institutions threaten to go down; and

(iii) protect consumers and/or investors.8

Furthermore the issue of when to regulate can be as important 

as what to regulate. Hence some rules may not be enforced 

until certain specific thresholds are met. In other words, 

FinTech success triggers enforcement of the financial 

regulatory framework, increasing the need for FinTech 

players to get acquainted with said regulatory framework 

before they go from ‘too-small-to-care’ to ‘too-large-to-

ignore’ and in the end to ‘too-big-to-fail’9. 

                                                                                                   
ex-finance professionals; one may expect these ex-finance professionals 
to understand regulated markets with its compliance cultures.
8 Dr. Riccardo de Caria, What is Financial Regulation Trying to Achieve?
The Mainstream Answer and A Hayekian Critique, Hayek Society 
Journal Vol. 9 (2011).
9 These growth stages were initially developed by Douglas W. Arner &
Janos Barberis, FinTech Regulation: Recent Developments and Outlook, 
(1 April 2015) AIIFL (http://www.law.hku.hk/aiifl/). 
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(B) Broad palate of rules and regulations

As FinTech is only a single term for a broad selection of 

technological innovative solutions, which in nature vary to a 

large degree (see the topology in chapter II), there is also a 

broad palate of legislative rules that FinTech players may 

have to deal with.

I do not pretend to be able to provide a comprehensive 

overview of all rules and regulations associated with FinTech 

solutions within the EU context, but I try to give an overview 

of some key rules and regulations at stake as a starting point 

for FinTech players to get a better grip on the applicable 

regulatory framework.

(C) Data protection

Obviously every FinTech player that processes financial 

information of individuals needs to adhere to the applicable 

EU rules and regulations on data protection, more specific 

the Data Protection Directive10. This Directive will be 

succeeded in the near future by the General Data Protection 

Regulation11. The level of adherence will differ depending on 

whether the FinTech player will act as data controller or as 

data processor. In respect of data protection compliance also 

                                                          
10 Directive 95/46/EC of the European Parliament and of the Council of 
24 October 1995 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data, OJ L 
281, 23.11.1995.
11 Proposal for a Regulation of the European Parliament and of the 
Council on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data, COM(2012) 11 
final - 2012/0011 (COD), 25.1.2012. Since the publication of this first 
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the e-Privacy Directive12 can be mentioned, as well as the 

Council Decision of 13 July 2010 on the conclusion of the 

so-called ‘EU/US TFTP Agreement’13. In the context of this 

paper I will not further elaborate on this data protection 

regulatory framework, which most tech lawyers are to some 

degree familiar with.

(D) Identification & authentication (AML / KYC)

The AML Directive14 requires financial institutions, 

including payment services providers under the Payment 

Services Directive (PSD)15, and credit institutions to identify 

their customers and to subsequently verify their identities. 

                                                                                                   
Commission reform draft alternative text proposals are available from the 
European Parliament as well as the Council.
12 Directive 2002/58/EC of the European Parliament and of the Council 
of 12 July 2002 concerning the processing of personal data and the 
protection of privacy in the electronic communications sector, OJ L 201, 
31.7.2002, as amended by Directive 2009/136/EC of the European 
Parliament and of the Council of 25 November 2009, OJ L 337, 
18.12.2009.
13 Council Decision of 13 July 2010 on the conclusion of the Agreement 
between the European Union and the United States of America on the 
processing and transfer of Financial Messaging Data from the European 
Union to the United States for the purposes of the Terrorist Finance 
Tracking Program, OJ L 195, 27.7.2010.
14 Directive (EU) 2015/849 of the European Parliament and of the 
Council of 20 May 2015 on the prevention of the use of the financial 
system for the purposes of money laundering or terrorist financing, 
amending Regulation (EU) No 648/2012 of the European Parliament and 
of the Council, and repealing Directive 2005/60/EC of the European 
Parliament and of the Council and Commission Directive 2006/70/EC, 
OJ L 141, 5.6.2015.
15 Directive 2007/64/EC of the European Parliament and of the Council 
of 13 November 2007 on payment services in the internal market 
amending Directives 97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/EC 
and repealing Directive 97/5/EC, OJ L 319, 5.12.2007, as amended by a 
Corrigendum to Directive 2007/64/EC, OJ L 187, 18.7.2009.
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However, there is no clear regulation on what elements an 

‘identity’ is comprised of.16

This principle-based approach is strengthened by the e-

Signatures Directive17 and its successor (as of 1 July 2016) 

the eIDAS Regulation18, which both basically only provide a 

toolkit for various identification and authentication schemes. 

At the end it is in principle up to the market participants and 

their customers to decide which level of identification and 

authentication is sufficient from an AML and KYC 

perspective, although the European Banking Authority 

(EBA) has issued its guidelines on the security of internet 

payments19, which entered into force on 1 August 2015 and 

prescribe strong customer authentication20 for internet 

payments21. These strict EBA guidelines already anticipate 

                                                          
16 Although many indications can be found in various EU Directives and 
Regulations, including data protection regulations.
17 Directive 1999/93/EC of the European Parliament and of the Council 
of 13 December 1999 on a Community framework for electronic 
signatures, OJ L 13, 19.1.2000.
18 Regulation (EU) No 910/2014 of the European Parliament and of the 
Council of 23 July 2014 on electronic identification and trust services for 
electronic transactions in the internal market and repealing Directive 
1999/93/EC, OJ L 257, 28.8.2014.
19 EBA Guidelines EBA/GL/2014/12_Rev1 dated 19 December 2014.
20 This is the so-called ‘two-factor authentication’, being a procedure 
based on the use of two or more of the following elements – categorized
as knowledge, ownership and inherence: (i) something only the user 
knows, e.g. static password, code, personal identification number; (ii) 
something only the user possesses, e.g. token, smart card, mobile phone; 
(iii) something the user is, e.g. biometric characteristic, such as a 
fingerprint. In addition, the elements selected must be mutually 
independent, i.e. the breach of one does not compromise the other(s). At 
least one of the elements should be non-reusable and non-replicable 
(except for inherence).
21 The EBA Guidelines on the security of internet payments do not apply 
to mobile payments other than browser-based payments.
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on the strict regime for identification and authentication that 

will be introduced by adoption of the Revised Payment 

Services Directive (PSD2)22, which will require enhanced 

security measures to be implemented by all payment service 

providers. Current authentication practices of financial 

institutions learn us that they – to ensure a seamless internet 

payment – rely to a large extent on elements of which the 

customer is not aware that these are relied on (e.g. something 

only the customer possesses but that he is not aware of 

because it relates to technical background processes or 

infrastructures). These practices may prove to be compliant 

under the EBA guidelines and the PSD2. One may doubt, 

however, whether such practices are also privacy compliant, 

as transparency and informing the data subject on processing 

activities concerning its personal data are key principles 

under the applicable data protection regulations.

(E) Investment services (MiFID / MiFID II)

To the extent the FinTech player is active in the area of e-

trading, SME/entrepreneurship financing and/or other 

investment services, the MiFID regulatory framework 

becomes relevant. The current MiFID regulatory framework 

consists of a framework Directive23, an implementing 

                                                          
22 European Parliament Legislative Resolution on the Proposal for a 
Directive of the European Parliament and of the Council on payment 
services in the internal market and amending Directives 2002/65/EC, 
2013/36/EU and 2009/110/EC and repealing Directive 2007/64/EC, 
COM(2013)0547 – C8-0230/2013 – 2013/0264(COD).
23 Directive 2004/39/EC of the European Parliament and of the Council 
of 21 April 2004 on markets in financial instruments amending Council 
Directives 85/611/EEC and 93/6/EEC and Directive 2000/12/EC of the 
European Parliament and of the Council and repealing Council Directive 
93/22/EEC, OJ L 145, 30.4.2004.
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Directive24 and an implementing Regulation25. The 

framework's main objectives are to increase competition and 

consumer protection in investment services.

As the investment market has undergone major changes, such 

as the emergence of new trading platforms and new products, 

and taking into account the fact that the rise FinTech 

financing solutions have changed the nature of trading in 

financial instruments, the existing MiFID has been revised 

and the MiFIR has been introduced. The revised MiFID26

and MiFIR27 are jointly referred to as MiFID II, which will 

enter into force for market participants on 3 January 2017.

Even though the World Economic Forum states that FinTech 

players in p2p lending and (equity) crowdfunding are set to 

play a key role in bridging a USD 2 trillion funding gap for 

millions of small businesses worldwide28, I will not further 

                                                          
24 Commission Directive 2006/73/EC of 10 August 2006 implementing 
Directive 2004/39/EC of the European Parliament and of the Council as 
regards organisational requirements and operating conditions for 
investment firms and defined terms for the purposes of that Directive, OJ
L 241, 2.9.2006.
25 Commission Regulation (EC) No 1287/2006 of 10 August 2006 
implementing Directive 2004/39/EC of the European Parliament and of 
the Council as regards record-keeping obligations for investment firms, 
transaction reporting, market transparency, admission of financial 
instruments to trading, and defined terms for the purposes of that 
Directive, OJ L 241, 2.9.2006.
26 Directive 2014/65/EU of the European Parliament and of the Council 
of 15 May 2014 on markets in financial instruments and amending 
Directive 2002/92/EC and Directive 2011/61/EU, OJ L 173, 12.6.2014.
27 Regulation (EU) No 600/2014 of the European Parliament and of the 
Council of 15 May 2014 on markets in financial instruments and 
amending Regulation (EU) No 648/2012, OJ L 173, 12.6.2014.
28 What Companies Want from the World Trading System, (September 
2015) World Economic Forum (http://www.weforum.org/reports), as 
published on 26 October 2015.
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elaborate on the MIFID and MIFID II frameworks in the 

context of this paper. I will concentrate on the payments 

microsector, the largest microsector within the FinTech 

industry29. 

(F) E-money (EMD2)

A FinTech player may operate as an e-money institution if it 

is not a bank and makes it its business to receive funds and 

issue e-money in exchange (e.g. as a balance in an 

electronic/mobile wallet). An important criterion is that the e-

money can be used to make payments to parties others than 

the issuer. ‘E-money’ is a monetary value stored on an 

electronic carrier or remotely in a central accounting system. 

E-money is intended to be used to perform payment 

transactions. An example is an e-voucher loaded with a 

certain amount that may be used in payment at several 

different points of sale or otherwise, as over the Internet. 

The criterion ‘receiving funds’ means that the purchaser of 

the e-money must pay its issuer in exchange for the e-money. 

A provider of loyalty systems (electronic saving schemes) 

thus does not engage in an activity that qualifies as pursuing 

the business of an e-money institution. 

Under the revised e-Money Directive (EMD2)30 no-one is 

allowed to operate as an e-money institution except on the 

                                                          
29 See for example EY’s sizing of the UK FinTech industry in 2014 in 
EY’s report Landscaping UK FinTech, a report commissioned by UK 
Trade & Investment (https://www.gov.uk/ and http://www.ey.com/).
30 Directive 2009/110/EC of the European Parliament and of the Council 
of 16 September 2009 on the taking up, pursuit and prudential 
supervision of the business of electronic money institutions amending 
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strength of an appropriate license by the relevant Financial 

Supervisory Authority or under a statutory exception or a 

dispensation. One of the statutory exceptions is that no 

license is needed for an e-money institution if it issues e-

money which, under a commercial agreement, may be used 

only within a restricted network of service providers or to 

pay for a restricted range of products. 

Small e-money institutions may request dispensation from

the requirement to obtain a license. They do, however, need

to notify the relevant Financial Supervisory Authority of 

their intention to issue e-money. Conditions apply to the 

license dispensation, such as the requirement to safeguard the 

funds received in the context of e-money issuance through a 

bank guarantee or a legally separated client funds account.

(G) Payment services (PSD)

The Payment Services Directive (PSD)31 provides the legal 

foundation for the creation of an EU-wide single market for 

payment services. Under the PSD payment services are only 

allowed under an appropriate license issued by the relevant 

Financial Supervisory Authority or under a statutory 

exception or a dispensation. If a party already has a license to 

operate as a bank or as an e-money institution, no additional 

payment services license is required (of course only if the 

                                                                                                   
Directives 2005/60/EC and 2006/48/EC and repealing Directive 
2000/46/EC, OJ L 267, 10.10.2009
31 Directive 2007/64/EC of the European Parliament and of the Council 
of 13 November 2007 on payment services in the internal market 
amending Directives 97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/EC 
and repealing Directive 97/5/EC, OJ L 319, 5.12.2007, as amended by a 
Corrigendum to Directive 2007/64/EC, OJ L 187, 18.7.2009.
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initial license allows said party to provide payment services).

Similar to the e-Money Directive, small payment services 

providers can benefit from a dispensation from the license 

requirement under the PSD.

The payment services that are in-scope of the PSD are 

exhaustively listed in an Annex to the PSD and include, for 

example, the issuing and/or acquiring of payment 

instruments, as well as the execution of payment transactions.

The relevant Financial Supervisory Authority shall grant a 

license only if, taking into account the need to ensure the 

sound and prudent management of a payment institution, the 

FinTech player has robust governance arrangements for its 

payment services business. This involves compliance with 

provisions relating to security provided in respect of financial 

assets received from customers or from other payment 

institutions (through a bank guarantee or a legally separated 

client funds account). Where a FinTech player provides any 

of the payment services listed in the Annex to PSD and, at 

the same time, is engaged in other business activities, the 

respective Financial Supervisory Authority may require the 

establishment of a separate entity for the payment services 

business. This in cases where the non-payment services 

activities of the FinTech player impair or are likely to impair 

either the financial soundness of the FinTech player or the 

ability of the respective Financial Supervisory Authority to 

monitor the FinTech player’s compliance with all obligations 

laid down by the PSD.

Similar to the e-Money Directive several statutory exceptions 

apply. This means, for example, that no license under the 
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PSD is required (i) for carrying out payment transactions 

within a payment or securities settlement system between 

settlement agents, central counterparties, clearing houses 

and/or central banks and other participants of the system, and 

payment service providers, and (ii) for providing services 

based on instruments that can be used to acquire goods or 

services only under a commercial agreement with the issuer 

either within a limited network of service providers or for a 

limited range of goods or services.

A license is also not required for services provided by 

technical service providers, which support the provision of 

payment services, without them entering at any time into 

possession of the funds to be transferred, including 

processing and storage of data, trust and privacy protection 

services, data and entity authentication, information 

technology (IT) and communication network provision,

provision and maintenance of terminals and devices used for 

payment services. This seems a relevant exception for many 

FinTech players, at least for identification and authentication 

services providers, payment app suppliers and mobile wallet 

providers32. Interesting is the fact that the possession of funds 

is referred to only in this statutory exception for technical 

service providers. According to a study undertaken by 

London Economics with iff and PaySys on the effects of the 

PSD on payment services in the EU:

                                                          
32 This may be different under the Revised Payment Services Directive 
(PSD2), in the event and to the extent payment app suppliers and mobile 
wallet providers qualify as providers of payment initiation and/or account 
information services. See hereafter under paragraph “(H) Payment 
services (PSD2)”.
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“the PSD fails to provide explicitly that the 

possession of funds is the key factor 

prompting the application of the PSD to a 

service and its provider.”33

One may thus argue that in cases where the FinTech player 

enters into the possession of funds, it provides payments 

services that are in-scope of the PSD. However, this may also 

mean that a Bitcoin exchange company, which exchanges 

Bitcoins for funds and vice versa, could – under certain 

circumstances – need a license under the PSD, while such 

Bitcoin companies are currently considered to be out-of-

scope of the PSD.34 On the other hand, the bitcoin and other 

blockchain technology providers will clearly be subject to the 

‘technical service provider’ exception.

In the current payment landscape there are various payment 

gateway providers in business. These payment gateway 

providers offer e-commerce merchants one single interface to 

one or more online payment methods (e.g. credit cards, bank 

transfers, direct debits, digital wallets). Three types of 

payment gateway providers can be distinguished: distributing 

payment services providers (DPSPs), collecting payment 

services providers (CPSPs) and aggregating payment services 

providers (APSPs). Basically, DPSPs only take over the 

                                                          
33 Study on the impact of Directive 2007/64/EC on payment services in 
the Internal Market and on the application of regulation (EC) No. 
924/2009 on cross-border payments in the community, (February 2013) 
London Economics and iff in association with PaySys.
34 As also Arno Voerman and Jelmer Baukema conclude in their article 
FinTech in de betaalketen: wanneer ben ik een betaaldienstverlener? 
(FinTech in the payment chain: when do I qualify as a payment services 
provider?), published in the Dutch journal ‘Tijdschrift voor Financieel 
Recht’, TFR 2015/10. The article is only available in Dutch.
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technical burden for e-commerce merchants and build and 

maintain the connection to many payment methods. CPSPs 

and APSPs also collect the funds for several payment 

methods and thus enter into possession of the funds to be 

transferred. APSPs are also responsible for negotiating

transaction prices and contracting with the individual 

'payment methods'. Taking these different roles and 

responsibilities into account, CPSPs and APSPs will need a 

license under the PSD and DPSP’s will most likely be 

subject to the ‘technical service provider’ exception.

(H) Payment services (PSD2)

In July 2013 the European Commission proposed a Revised 

Payment Services Directive (PSD2) to enhance consumer 

protection, promote innovation and improve the security of 

payment services.35 On 8 October 2015 the European 

Parliament adopted the PSD2.36 Following the Parliament's 

vote, the PSD2 will be formally adopted by the EU Council 

of Ministers in the near future. The PSD2 will then be 

published in the Official Journal of the EU. From that date, 

EU Member States will have two years to introduce the 

necessary changes in their national laws in order to comply 

with the new rules of the PSD2.   

                                                          
35 Proposal for a Directive of the European Parliament and of the Council 
on payment services in the internal market and amending Directives 
2002/65/EC, 2013/36/EU and 2009/110/EC and repealing Directive 
2007/64/EC, COM(2013)0547 – C7-0230/2013 – 2013/0264(COD).
36 European Parliament Legislative Resolution on the Proposal for a 
Directive of the European Parliament and of the Council on payment 
services in the internal market and amending Directives 2002/65/EC, 
2013/36/EU and 2009/110/EC and repealing Directive 2007/64/EC, 
COM(2013)0547 – C8-0230/2013 – 2013/0264(COD).
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Some of the changes that the new PSD2 rules introduce are:

(i) opening the EU payment market for companies 

offering consumer or business-oriented payment services 

based on the access to information about the payment 

account (“access-to-the-account (XS2A) services”), more 

specific the “payment initiation services” and the “account 

information services”;

(ii) narrowing down the scope of the ‘limited network’ 

exception to require a license for specific-purpose 

instruments that in practice develop(ed) into a general 

purpose instrument (for example, because the instrument is

designed for a network of service providers which is 

continuously growing in numbers or because the nature of 

the service providers simply differs too much to consider it a 

‘limited network’) and/or that can be used for acquiring more 

than “a very limited range of goods or services”37; and

(iii) prohibition of surcharging (additional charges for the 

right to pay e.g. with a card).

The first change mentioned above is clearly a change 

FinTech players need to take into account. FinTech players 

that do not enter into the possession of funds and that are 

thus exempted from the PSD license requirement, may in the 

near future become subject to the license requirement under 

the PSD2 because they provide XS2A services. Some may 

consider this a burden, but obtaining a license also stands for 

trust, which may help the FinTech player’s future business.
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The second change mentioned above may affect FinTech 

players that provide and maintain payment solutions by 

means of an instrument (for example a payment app) that can 

only be used for paying for certain products or services at 

specified sport clubs, events etc. One may doubt whether 

these FinTech solutions can still benefit from the “limited 

network” exception under the PSD2. The same goes for 

generic mobility cards or similar instruments that allow users 

to use one aggregated payment solution for different mobility 

services. Even a single-shop instrument may be affected if 

the range of products or services for which the instrument 

can be used is too broad.

Finally, the third change mentioned above seems reasonable

from a consumer’s perspective. Why do they need to pay 

more for one payment method in comparison to another 

payment method? However, from the perspective of an 

APSP, this impacts its business case any may even bring an 

APSP to offer only a small selection of affordable payment 

methods. Especially for APSP start-ups that may not be able 

to negotiate reasonable transaction fees for certain payment 

methods, the prohibition of surcharging imposes a new 

threshold for entering this microsector of the FinTech 

industry. Also DPSP’s and CPSP’s may suffer. When certain 

payment methods become too expensive for e-commerce 

merchants due to the prohibition or surcharging, these 

merchants will be less inclined to offer a broad selection of 

payment methods to their customers. Consequently, there 

will be less a need to engage DPSP’s and CPSP’s to connect 

                                                                                                   
37 One may doubt which range of goods or services qualifies as “very 
limited”. One range of goods or services? Definitely yes. But what about 
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all payment methods. Time will learn what impact this will 

have on the Fintech industry.

(H) Outsourcing

As a final point of interest in navigating the regulatory 

framework, I draw your attention to the prudential 

regulations relevant to the subject of outsourcing.38 More 

specific, if a supervised financial institution engages the 

services of a third-party FinTech player, for instance the 

storage and/or processing of financial information, such 

engagement may qualify as a form of outsourcing. As a 

consequence, the supervised financial institution is subject to 

the legal requirements that apply to outsourcing.

Current prudential regulations provide that a supervised 

financial institution must inform the relevant Financial 

Supervisory Authority that it intends to outsource operational

functions of its services. If the engagement with a FinTech 

player qualifies as outsourcing, the supervised financial 

institution must ensure that the FinTech player provides the 

contracted services in a context of sound and controlled 

operations. Outsourcing of ‘operational processes’39 may not 

                                                                                                   
3, 5 or 20 ranges?
38 For the Netherlands reference can be made to the Decree on Prudential 
Rules for Financial Undertakings (Besluit prudentiële regels Wft), which
elaborates the provisions of Part 3 (Prudential supervision of financial 
undertakings) of the Dutch Financial Supervision Act (Wet op het 
financieel toezicht). Chapter 5 of the Decree contains rules on the 
outsourcing of operations.
39 For payment institutions the Payment Services Directive (PSD) limits 
this to ‘important operational processes’ only. An operational process
shall be regarded as important if a defect or failure in its performance 
would materially impair the continuing compliance of a payment 
institution with the requirements of its license or its other obligations 
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be undertaken in such way as to impair materially the quality 

of the financial institution's internal control.

Furthermore, the supervised financial institution is assumed 

to be able to produce a coherent risk analysis before it

decides to outsource operational (IT) processes. Such a risk 

analysis should encompass in any case an assessment 

regarding compliance with current legislation, regarding the 

mutual understanding about the FinTech services offered (the 

agreement), regarding the stability and reliability of the 

FinTech player, regarding the location where the FinTech 

services are to be provided, and regarding the importance of 

and reliance on the outsourced operational (IT) processes. 

The prudential regulations regarding outsourcing also require 

that outsourcing of operational processes to third parties 

should not obstruct supervision by the relevant Financial 

Supervisory Authority.40 In other words, the ability of the

relevant Financial Supervisory Authority to monitor the 

financial institution's compliance with all regulatory 

obligations may not be materially impaired. Consequently, 

the contract between the supervised financial institution and 

the FinTech player must provide for, amongst others, the 

possibility for the Authority to perform examinations on the 

premises of the FinTech player. Also an adequate exit regime 

should be in place for the event the contract with the FinTech 

player ends. For most tech lawyers this should sound as a 

                                                                                                   
under the PSD, or its financial performance, or the soundness or the
continuity of its payment services.
40 Again: for payment institutions the PSD limits this to ‘important
operational processes’ only. See also the previous footnote.
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typical day at the office, reason for me to not elaborate any 

further on this topic.

V. CONCLUSION

For some years now the financial ecosystem as we know it is 

subject to an increasing number of disruptive FinTech 

solutions, to a large degree provided by FinTech start-ups. As 

this development, these solutions and these FinTech players 

are becoming ‘too-large-to-ignore’, it was a matter of time 

before regulators and (Financial) Supervisory Authorities 

started to take an interest in FinTech. The effect: MIFID II, 

PSD2, new EBA Guidelines etc. An in addition to that, 

market participants need to take prudential regulations on 

outsourcing and data protection regulations into account. 

This paper intends to provide some guidance for market 

participants and their (tech) lawyers in navigating through 

this maze of strict regulations and in identifying which 

FinTech players will need a license under the financial 

regulatory framework, now and in the near future.

The FinTech success also poses challenges for the incumbent 

financial institutions. The prudential regulations on 

outsourcing have already been mentioned, but the 

introduction of ‘access-to-the-account’ (XS2A) services 

under the PSD2 also puts the executive level at incumbent 

financial institutions on the stand. In the coming years 

boardroom decisions will need to be made on API business 

strategies, value chain positions and product portfolios. As 

FinTech players are moving at a rapid pace, incumbent 

financial institutions need to strategize fast to retain their 

market position through a resilient digital, API-driven 
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business strategy. They should not wait for the PSD2 to enter 

into force. From a legal point of view, this XS2A topic 

triggers various legal issues surrounding API license terms 

and conditions, including more specific risk allocation issues 

between incumbent financial institutions (opening up their 

accounts by means of APIs) and third-party FinTech players. 

Who to blame for non-availability of services? Who to blame 

for data breaches and/or security incidents? How to enforce 

the cooperation of legacy system suppliers in developing and 

connecting APIs? How to shape new partnership business 

models and associated contracts?

* * * * *


