
Blurring boundaries
A LEGAL PERSPECTIVE ON THE 

PROFOUND CHANGES IN THE 

TECHNOLOGY, MEDIA 

AND TELECOM LANDSCAPE.

NOVEMBER 2017



 

INTRODUCTION  ..........................................................................................................................................................................................................................  3

# 1 Content is King - protect your company’s crown jewels with Intellectual Property  ...................................................................  5

# 2 Need Human Capital? Acqui-hire it!  ........................................................................................................................................................ 7

INTERVIEW Unified Streaming  ........................................................................................................................................................................................  9

# 3 Everything you wanted to know about e-sports but were afraid to ask!  ....................................................................................... 13

# 4 How to ring-fence your way out of merger and take-over supervision in the telecom sector  ............................................... 15

TECHTRANS Working towards an integrated solution  ............................................................................................................................................... 17

# 5 How to use vlogging or Influencer Marketing with minimum risk  .................................................................................................  19

# 6 Key Employees - how to retain them  .................................................................................................................................................... 21

# 7 Investing in Privacy pays off  ....................................................................................................................................................................  23

INTERVIEW Paradox Interactive  ...................................................................................................................................................................................  25

# 8 Raise money for your start-up … the due diligence process  ...........................................................................................................  29

# 9 Cyber Security in the Media Industry: Pentests vs. Insurance Coverage  ......................................................................................  32

# 10 Whose tweet is this anyway? The correct way to handle your IP on social  .................................................................................  34

INVITATION CTA - 2018 Ciesco event  .........................................................................................................................................................................  36

# 11 Blockchain - a change in the chain of command  .............................................................................................................................  37

# 12 GDPR & new ePrivacy Regulation – what to expect?  .......................................................................................................................  39

CONTACT  ........................................................................................................................................................................................................................  41

TABLE OF CONTENTS

2



For some years now the TMT landscape is undergoing 

some profound changes. The traditional boundaries 

between the three subsectors, Technology, Media 

and Telecom, have become quite blurry and are 

fading more and more. 

While we are still coping with disruptive supply 

chains for video content distribution provided by 

tech companies such as Apple, Netflix and Hulu (the 

first 'T' in TMT combatting the second 'T'), we are 

seeing these same tech companies becoming quite 

successful with their own media content, often at 

the expense of traditional media industries (the 'M' in 

TMT). At the 2017 Creative Arts Emmys awards show, 

streaming service providers HBO and Netflix even 

topped the list of total wins per network (29 and 20), 

and Hulu made Emmys history by becoming the first 

streaming service provider to win an Emmy for Best 

Drama, one of the Primetime Emmys. 

Consumer electronics giant Apple has recently 

announced that it has a budget of around $1 billion 

to spend on creating its own original content in 

2018. That may seem like a lot, but rival streaming 

services providers are already spending a lot more 

this year: HBO $2 billion; Amazon Prime Video $4.5 

billion; and Netflix $6 billion. TV is not dead, but 

more alive than ever before! 

Taking into account all current boundless video 

viewing options, these are quite challenging times 

for Amsterdam-based Unified Streaming, a 

forerunner in the creation of smart video streaming 

technologies for multiple platforms and devices. We 

zoom in on their challenges and successes plus get 

an insight on how they see the future.

We also get an inside look at Paradox Interactive, the 

Sweden based videogame developer. They are not 

only expanding quite rapid but are also amidst a very 

vibrant and ever changing landscape of technology. 

Games are merging into movies, game soundtracks 

are listened to on Spotify and users modify game 

code and upload their finding on Youtube. A perfect 

example of blurring boundaries.

Another great example of blurring boundaries in the 

TMT industry is the major takeover of media giant 

Time Warner (owning HBO, CNN and Warner Bros.) 

by telecom giant AT&T as announced at the end of 

2016. When this $85.4 billion deal finally closes they 

BLURRING BOUNDARIES IN TMT: 
A RICH SOURCE OF LIVELY DISCUSSIONS

INTRODUCTION

3



LO

UIS JONKER | TMT Team

 

will control content creation as well as content 

distribution, and so obtaining great influence over 

the content in general.

A similar example can be found when Ziggo, a 

traditional Dutch telco that was acquired for $10 

billion by Liberty Global in 2014, started its own sports 

television channel in 2015 (the second 'T' in TMT 

becoming an 'M'). And then we did not even discuss 

the astonishing success of the e-sports industry. In 

2016, the global eSports market was valued at nearly 

$493 million and at the pace of 40 percent year-on-

year growth it is expected to generate close to $1.5 

billion in revenue by 2020. Nearly 80 percent of these 

revenues come from sponsorships and advertising, 

making the e-sports market quite an interesting target 

for the media industry.

What are the consequences of these blurring 

industries for TMT industry players? This inspires 

discussion on a wide variety of topics, some of 

which we have bundled in this e-book. Whether you 

wish to prepare for a takeover by a TMT competitor 

(including ring-fencing your assets) or that you are 

rather looking at acqui-hiring human capital from an 

interesting TMT startup. Without a doubt you will 

find some interesting insights from a legal 

perspective on these matters. 

But we also touch upon topics like protecting your 

unique content with intellectual property rights, as 

well as the cyber insurance challenges when protecting 

your unique content against cyber attackers by means 

of pentesting. As TMT offerings are highly customer 

experience-oriented involving advanced data analytics, 

we of course also address what you can expect from 

the General Data Protection Regulation coming to 

you in May 2018. And in our opinion a TMT e-book 

cannot do without some insights on the influence of 

blockchain technology in the media industry. 

On behalf of the Van Doorne TMT Team, happy reading!
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CONTENT IS KING - 
PROTECT YOUR 
COMPANY’S 
CROWN JEWELS 
WITH INTELLECTUAL 
PROPERTY

All businesses in the Technology, Media and 

Telecommunications sector know: content is 

King. The creation of content is important, but the 

distribution of content is what really determines its 

value. It is what made Telecom giant AT&T decide 

to acquire Time Warner: to gain control over the 

distribution of CNN, HBO and Warner Bros content 

- all huge news/entertainment brands which 

generate quite some revenue. 

Controlling content

Online content can work to any business' advantage 

if used cleverly. Creating and uploading content 

will increase traffic to your website, especially if it 

lands high in Google's search results. On the other 

hand, losing control over your content can decrease 

its value rapidly. After all, potential visitors will no 

longer come to your website if they already found 

it somewhere else. To prevent loss of value and to 

optimize the benefits of your content, it's important 

to protect these crown jewels with intellectual 

property (IP) rights. 

What to protect?

IP rights can be used to protect websites, software, 

apps, social media accounts, databases (including 

1
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search systems), and so on. Starting companies are 

smart to actively protect their content from day one; 

established companies should identify what content 

they have and examine whether sufficient protective 

measures are in place. 

Employment agreements

As company content is usually created by 

employees, all companies should make sure to 

include an IP clause in the employment agreements 

which ensures that all IP belong to the company. 

This will prevent that the rights vest in the employee 

if the creation of such content does not (clearly) fall 

under the employee's job description. 

Third parties

Always make IP ownership an essential point of 

negotiation when concluding an agreement with 

independent third parties, such as design agencies 

or website developers, as they automatically 

become the owner of the content they create. 

Consider whether they transfer the IP rights to the 

company, or whether they grant a license to use the 

content.

Social media accounts

Easily overlooked, but of great value to the business 

is the ownership of and access to social media 

accounts, including the personal data of the 

connected people (friends, members and followers). 

Companies should make sound contractual 

arrangements with the person or company that is 

responsible for social media.

Transfer of ownership

IP rights are often a key motive for parties to buy 

a company. Verifying the status of IP which is 

essential to the company's business is essential for 

estimating and negotiating the value of your assets. 

For example. IP owned by the company itself will be 

more valuable than IP licensed from third parties; in 

the latter case it should also be verified that the license 

agreement will survive the acquisition by a third party. 

If not, this will definitely harm the appeal ánd value of 

your company. Also licenses granted to other parties 

and whether the buyer is obliged to maintain them will 

be of influence on the purchase price. 

Want to know more about how to ensure the value 

of your business by protecting your IP? 

Read the full article here  >>
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The 'acqui-hire' phenomenon has made the 

competition in the technology industry for the best 

(software engineering) talent to reach new heights. 

When the war on talent started larger technology 

companies at first relied on more traditional 

incentives as signing bonuses, stock options and 

generous salaries to attract and retain engineering 

talent. Nonetheless, many engineers (still) prefer 

launching a start-up than working for large tech 

companies like Google, Twitter and Facebook and 

accept a lower salary and fewer perks in exchange 

for more control over the company and the chance 

to become successful. The solution to this problem 

introduced by tech giants who need top human 

capital? Acqui-hiring. 

Acqui-hiring describes the principle of acquiring 

a (start-up) company with the primary motivation 

to recruit some (or all) of the start-ups software 

engineers/employees, without having interest in its 

current projects, customer relationships and assets. 

Most of the acqui-hire's take place after the first 

round of funding and within the first few years after 

the founding of a - at this point struggling - start-

up. Reason behind such acqui-hires is usually that 

these start-ups were not capable of developing and 

launching a product or service successfully into the 

market before getting their (second round of) funding's 

in order to ensure continuance. An acqui-hire 

therefore serves as a good alternative for liquidation. 

NEED HUMAN CAPITAL?
ACQUI-HIRE IT!

Often, the business acquired in the process is shut 

down after the transaction. 

By acqui-hiring a team of talented engineers who have 

proven to be a well-oiled machine, the buyer aims to 

boost its own company's development and innovation.

At first sight all parties seem to win in an acqui-

hire. The buyer gets his talent, engineers remain 

undamaged and get a new job with financial perks 

and investors get to recoup their money.

But if the main goal of large technology companies 

is to acquire a team of engineers, why go into the 

trouble and expense of acquiring a company and 

not simply (group) hire away the individuals it has 

2
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set its eyes on? A fair question, the more so as 

many buyers are struggling to make an acqui-hire 

successful in the long run. There are however cases 

of acqui-hires which have the desired effect. If the 

game is played well, an acqui-hire could serve as 

a great instrument to explore new markets and to 

acquire talent and businesses which complement 

the needs of the buyer's company.

Therefore the existential question on everyone's lips: 

why does acqui-hire occur and what is the secret to 

a succesfull acqui-hire? 

Read the full article here  >>

"Acqui-hire your way to 
innovation and growth!"
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"Until recently, our market has been rather clear-

cut. However, we can now see the conventional 

classification of pure technological players and 

traditional media companies becoming less 

obvious. The long-standing bookseller Amazon has 

now evolved into a full-fledged media company 

that also creates its own content. Nowadays 

telecom company KPN has its own television series, 

football club AJAX has its own TV channel and 

telecom giant AT&T has become the largest pay 

TV player in the world. Also with regard to many 

other companies, we notice blurred boundaries 

between their activities and their individual markets. 

That could cause confusion at times and, in many 

ways, could pose a threat to the existing players 

in that particular market. However, we believe it 

is an opportunity for our services". We have been 

speaking to Simon Westbroek, vice president of 

global sales at Unified Streaming, a leading provider 

of cross platform video streaming technologies 

whose clients include BBC, HBO and RTL XL. 

"For us, it is not just a matter of blurring of 

boundaries, but also of confusing boundaries or 

even evaporating boundaries. In our own speciality, 

which is creating software in order to stream 

videos to as many different devices as possible 

(multi-screen), it shows that conventional parties 

are getting into the video production, video 

streaming and analytics business. More specifically, 

personalising content has become a major trend. 

This experience is changing because the customer 

is more and more in control. Of course we have 

joined this trend and have responded to it with 

our latest product, Remix. Once an interesting 

playlist has been added to Remix, the software will 

create a personalised stream of existing content. 

Creating new content by remixing existing content 

is completely in line with Kevin Kelly's ideas. One 

can mix and match it, based on their own personal 

interests. A possible danger could be that it will 

become more difficult to trace the original source 

and to distinguish 'fake' from 'real'. However, we will 

be looking for solutions, such as blockchain.

Even a small speaker delivers Big Data

The quality of the personalised content depends on 

how one stores data in the black box. It is most likely 

that the more sources are being used, the better 

the recommendations will be. The entanglement 

between all this big data, forms a discussion in itself, 

and raises all kinds of interesting, privacy-related 

questions. Especially, if one considers conventional 

data sources, as well as questions including 'What 

happens to the data my intelligent speaker provides 

or the voice recognition on my mobile phone?' That 

data could possibly lead to even better personalised 

advertisements or my data may be sold to the highest 

bidder and I will never find out what happens to it.

Who actually competes with whom?

At Unified Streaming, we create reliable software, 

so companies enjoy using it in order to create their 

own content or stream someone else's content to 

as many devices as possible, including TV. It could 

be either live content or on-demand content. 
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We currently provide this service to HBO, who 

used to do everything themselves, from creating 

content to distributing it. Those used to be lucrative 

deals for cable companies, until Netflix popped 

up. Netflix simply distributed content on the 

internet and eventually HBO has decided to take 

distribution matters into its own hands. HBO has, 

however, outsourced the entire streaming service 

to a company, recently acquired by Disney. So 

basically, Disney currently takes care of the content 

distribution of their competitor HBO, which is a 

great example of 'blurring boundaries'. 

 

Balancing all the roadmaps

As a result of such developments, we always have 

to stay ahead in terms of technique. We have to be 

ready for the future we have in mind, by developing 

our own products and services. We also have to be 

ready for everything our clients, and their clients, 

require on a technical level. A good balance is 

crucial, because we may be focusing on a bright 

futuristic future, while, more often than not, the 

market requires solutions to simple and more urgent 

problems, which have to be dealt with in this day 

and age. We have to maintain that balance, whilst 

continuing to develop. It is an advantage that we 

have all the techniques as well as the technicians 

here, which enables us to switch quickly. That 

is essential, because new opportunities present 

themselves every day.
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From ownership towards access

At the end of the day, it is all about the 

democratisation of content. A countless amount of 

data (including user generated data) is being created 

and put online. Who is the owner? Why can YouTube 

simply use it to make money? In an ideal world, 

one should be free to remix content and decide for 

themselves where they want to be relevant. One can 

collect content from anywhere, remix it and release 

it as a new channel, in order to claim or distribute 

royalties and licences themselves. Deciding on a 

revenue model is a challenge. In the future, it might 

be possible to earn money per remixed item, or 

based on the relevance of remixed items or - in case 

of remixing advertisements - based on the CPM rate! 

Take, for example, D-Tube. This YouTube alternative 

allows creative people to earn rewards for uploads 

built on the blockchain. 

Our vision for the future is that we intend to 

continue developing techniques which make it 

possible to create a very personalised channel. A 

channel that goes beyond recommendations. How 

can we make these recommendations even smarter? 

How can Artificial Intelligence and Machine Learning 

help us? There are only 24 hours in a day, so the 

more relevant the content, the more efficiently 

one can spend their time. So bring on the blurring 

boundaries, because as far as we are concerned 

we only need one smart channel with high-quality 

content, which has been tailored to personal 

needs. "Attention is scarce, while everything else is 

abundant". 
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Within the TMT industry, e-sports has been going 

through an impressive growth period last year. 

What is e-sport? Why is it so popular? Who is 

playing it? What is all the fuzz about and why is this 

relevant from a legal perspective?

E-sports: more traditional than you may think

E-sports are professional competitions between 

human players (gamers) which are played on 

computer systems. Just like traditional sports, there 

are various different sports in which a gamer can 

master itself ranging from soccer games like FIFA or 

PES; first person shooters like Counter-Strike Global 

Offensive ("CS:GO") or Call of Duty; and Multiplayer 

Online Battle Arena's like Dota 2 and League of 

Legends ("LoL"). Gamers take up each other either 

individually or as a team depending on the game or 

even on a specific game mode within a game. 

This is now new. The first gaming competition was 

held on 19 October 1972 at Stanford University. At 

this small-scale competition players tried to beat 

each other in a game of Spacewar. The winner 

took home a one year subscription to Rolling 

Stone Magazine. The first major competition was 

held by Atari; the 1980 National Space Invaders 

Championship was one of the earliest and most 

influential national video game tournaments 

with over 10,000 contestants. Since then gaming 

competitions grew in popularity, only to be 

exponentially increased by the introduction of 

the internet. This made it possible to host online 

tournaments where people from all over the globe 

could compete. So no FIFA-style corruption debates 

on appointing a host country! 

Numerous deals between e-sports 

stakeholders calls for a sound legal basis

The massive scale of e-sports success obviously 

results in numerous sponsorship, merchandising 

and similar type of partnership deals between 

the many stakeholders worldwide, from gaming 

production companies and event organizers to 

individual gamers, from traditional sports industry 

teams and associations to media broadcasters and 

marketing and advertising agencies. Constantly the 

e-sports industry evolves and events get bigger and 

bigger. Who would have thought that by playing 

EVERYTHING YOU WANTED TO KNOW ABOUT E-SPORTS 
BUT WERE AFRAID TO ASK!

3
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is key, this also requires in-depth knowledge of 

intellectual property rights, security issues etc. 

But also employment (dismissal) issues when a 

specific e-sports player is on the payroll of a larger 

organisation. This all requires "regular" legal expertise 

combined with a specific knowledge of the gaming 

and e-sports industry. 

Does this make you curious to know more about the 

interesting aspects of the e-sports media niche? 

Read the full article here  >>

videogames you can earn a very decent amount of 

income and accumulate international fame? 

So why is e-sports interesting from a legal 

perspective? The first reason is quite obvious: all 

those numerous sponsorship, merchandising and 

similar type of partnership deals require sound 

contracts that clearly and transparently set out 

the intentions of the parties and what they expect 

from each other (who does what, when, where and 

what if?). But as e-sports is a highly media-sensitive 

business where brand and reputation protection 
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"How can shareholders 
avoid unwanted 

interference from 
government authorities?"

Affairs the right to prevent a new shareholder 

from acquiring a controlling interest in a 

'telecommunications party' or even force an 

existing shareholder to sell its interest if this 

significantly impacts the telecommunications 

sector and, as a result, poses a risk to national 

New legislative developments could potentially 

redefine the rules for takeovers in the TMT 

sector. The challenges faced by companies in 

the TMT sector preparing for a takeover under 

the proposed new Telecommunications Act and 

European Commission Regulation are plentiful. 

Can pre-deal structuring in the form of ring-

fencing help shield these companies from 

unwanted government interference?

At first glance, the proposed addition to 

the Telecommunications Act and proposed 

Regulation appear to have far-reaching 

consequences for shareholders of companies in 

the TMT sector. The revised Telecommunications 

Act would give the Minister of Economic 

HOW TO RING-
FENCE YOUR WAY 
OUT OF MERGER 
AND TAKE-OVER 
SUPERVISION IN THE 
TELECOM SECTOR

4
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security or public order. The proposed 

Regulation, would in turn, allow the European 

Commission to voice its opinion on a foreign 

investment which it believes may affect "projects 

or programs of Union interest".

Although the opinion is non-binding in nature, 

it is likely to weigh heavily on the minds of local 

politicians and is unlikely to tip the scale in the 

(foreign) investor's favor. However, shareholders 

need not panic as a proven solution might be 

within reach. If we explore an approach taken by 

some Dutch companies to separate activities of 

‘vital’ importance to society from other company 

business, a possible roadmap to steer clear of 

governmental interference emerges.

By carefully analyzing and dissecting the vital 

part of the company from the non-vital part (a 

process commonly referred to as "ring-fencing"), 

shareholders might be able to avoid unwanted 

interference from government authorities and 

increase the chance of a transaction's success. 

This type of pre-deal structuring bears a strong 

resemblance to a carve-out transactions and we 

believe that shareholders seeking to ring-fence 

their company may operate within the same 

legal parameters. Therefore, by using the same 

legal framework as required for a carve-out 

transaction, we believe shareholders can ring-

fence their way out of governmental merger and 

takeover supervision.

Read the full article here  >>
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TRANSACTIONS IN TECH

STRATEGIC 
PARTNERSHIPS

DEBT 
SOLUTIONS

EQUITY 
SOLUTIONS

FULL 
ACQUISITION

Contracting
• Procurement
• Outsourcing
• Partnership

IP Rights
• Protection of IP rights
• Capitalizing on IP
• Structuring IP ownership

Post-merger Integration
• Intellectual Property
• IT
• Employment & benefits
• Cultural fit 
• Housing/geographic 

integration

Finance Docs
• Legal Opinions
• Loan documentation

Security docs
• Guarantee
• Pledge

M&A Advisory
• Sell side vendor/buyer Due Diligence
• Transaction documents
• Transaction structuring
• Employee consultation requirements
• Antitrust
• Acquisition finance

Employee Benefits
• Stock options
• Incentive plans

Regulatory Advice
• Data protection
• Sector specific Regulatory
• Competition law

The role of technology in business has evolved from an enabler  of back-end processes to a 
value driver and critical differentiating  factor. Various industries are disrupted by new tech players 
entering the market.

As a result of this trend, Van Doorne sees many M&A activities in Telecommunications, Media 
&Technology (TMT), FinTech and HealthTech where buyers or sellers view upon technology 
advancements as an opportunity.
 
The unique multidisciplinary Van Doorne Tech Transactions Team, consisting of both M&A 
professionals and niche experts within the fields of IP, IT, Data Protection, Employment & Benefits 
and Regulatory, is efficient and understands the context of the matter at hand. Our extensive 
transactions practice, part of this full-service team, is ranked no. 1 in midmarket M&A by 
Chambers Europe.
 
Whatever your specific legal need, our Tech Transactions Team integrates the relevant legal 
modules to provide you with the  
best service.

We look forward to discussing your challenges! 
WWW.VANDOORNE.COM/TECHTRANSACTIONS

WORKING TOWARDS AN 
INTEGRATED  SOLUTION

Overview of the Transactions in Tech process

The role of technology in business has evolved from an enabler 

of back-end processes to a value driver and critical differentiating 

factor. Various industries are disrupted by new tech players 

entering the market. As a result of this trend, Van Doorne sees 

many M&A activities in Technology, Media & Telecom (TMT), 

FinTech and HealthTech where buyers or sellers view upon 

technology advancements as an opportunity.

As a result of this trend and due to client demand we have established 

a unique multidisciplinary Van Doorne Tech Transactions Team.  

This compact, fully integrated and dedicated team consists of 

both M&A professionals and niche experts within the fields of IP, 

IT, Data Protection, Employment & Benefits and Regulatory.

The team is completely in tune with the daily practice of Tech 

Transactions and therefore fully understands the context of the 

matter at hand. Our extensive transactions practice, part of this full- 

service team, is ranked no. 1 in midmarket M&A by Chambers Europe.

Whatever your specific legal need, our Tech Transactions Team 

integrates the relevant legal modules to provide you with the best 

service.

We look forward to discussing your challenges!

WWW.VANDOORNE.COM/TECHTRANSACTIONS

17

https://www.vandoorne.com/expertises-sectoren/themas/transactions-in-tech/
https://www.vandoorne.com/expertises-sectoren/themas/transactions-in-tech/?utm_source=ebook&utm_campaign=tmt


 

STRATEGIC 
PARTNERSHIPS

DEBT 
SOLUTIONS

EQUITY 
SOLUTIONS

FULL 
ACQUISITION

Contracting
• Procurement
• Outsourcing
• Partnership

IP Rights
• Protection of IP rights
• Capitalizing on IP
• Structuring IP ownership

Post-merger Integration
• Intellectual Property
• IT
• Employment & benefits
• Cultural fit 
• Housing/geographic 

integration

Finance Docs
• Legal Opinions
• Loan documentation

Security docs
• Guarantee
• Pledge

M&A Advisory
• Sell side vendor/buyer Due Diligence
• Transaction documents
• Transaction structuring
• Employee consultation requirements
• Antitrust
• Acquisition finance

Employee Benefits
• Stock options
• Incentive plans

Regulatory Advice
• Data protection
• Sector specific Regulatory
• Competition law

18



Vlogging is a hot item in the online marketing 

world. Some vloggers have millions of followers on 

social media; PewDiePie is the absolute frontrunner 

with 54 million YouTube subscribers. No wonder 

they are called 'influencers': recommendation 

of a brand by a popular vlogger could result in a 

serious increase of profits, making them desirable 

business partners for advertisers and brand owners. 

Considering to contract influencers? We discuss 4 

topics that should at least be considered to make sure 

that they add value to your brand.

1. Contract wisely or outsource

Brand owners can contract influencers directly, 

but usually intermediary marketing agencies are 

engaged. The brand owner will set out all the details 

of the advertising campaign and wishes in terms 

of marketing strategy, way of communication, use 

of social media channels, required number of vlogs 

created by the influencer, desired numbers of likes, 

etc. The intermediary will cover all these details in 

their contract with the individual influencer. Besides 

gaining from their experience and specific knowledge, 

engaging an intermediary has the advantage of the 

brand owner not having to deal with the influencers 

themselves. Remember PewDiePie's vlog with anti-

Semitic jokes? Yep, they can be quite rebellious.

2. Make sure you own the IP rights

 It is essential to make clear arrangements about the 

intellectual property (IP) rights relating to the vlogs. In 

principle, IP rights belong to the person who creates the 

content: the vlogger and sometimes (also) the producer 

or other people who contributed to the vlog. Brand 

owners however will want to own the IP rights in the 

vlogs, to make sure they can freely use the material, 

now and in the future, and modify it at as they see fit. 

IP ownership therefore requires considerable attention 

in such contracts. If the brand owner's full ownership 

of the content cannot be agreed upon, an exclusive 

license which will allow (only) the brand owner to use 

the content may be the second best option. 

3. Contractual safeguards 

Besides an IP clause, it is common to include a 

confidentiality clause to ensure that the influencers 

respect the confidential nature of information 

provided to them - preferably with a penalty clause. 

We also recommend to include a guarantee that 

the vlogger does not infringe any (IP) rights of third 

parties, as well as an indemnification and liability 

clause - all to safeguard the brand owner from 

financial harm resulting from any infringing acts 

of the influencer. If you're planning on engaging 

HOW TO USE VLOGGING OR INFLUENCER MARKETING 
WITH MINIMUM RISK
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vloggers regularly, you should best prepare a template 

contract with all such recurring elements which can 

be customized for each new vlogger and assignment. 

4. Comply with legal obligations 

Current legislation lags behind and does not contain 

any specific regulations on online advertisements in 

social media, although the EU legislator is currently 

amending the Audiovisual Media Services Directive 

to cover online content creators. Dutch regulations 

contain several advertising codes for social media 

use (Reclamecodes) which have to be observed, but 

non-compliance is not sanctioned. The Dutch Media 

Authority (Commissariaat voor de Media) recently 

marked transparency of sponsored vlogs as one of the 

future goals for supervision. Until specific legislation and  

supervision for social media is in operation, brand owners  

and influencers will have to comply with the general 

advertising and media regulations, such as the prohibition 

to resort to unfair (misleading) commercial practices.

Want to know more about engaging vloggers and 

what rules to follow? 

Read the full article here  >>
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Keeping qualified employees - particularly top 

performers - is a problem faced daily in the TMT- 

industry, especially when companies merge and/

or restructure to seize strategic opportunities. 

Losing key employees may create a risk for 

business continuity, lead to the loss of knowledge/

intellectual capital and of client relationships. In 

the worst case the business will not survive if key 

employees leave instead of adapting to the new 

owners and management. Therefore, a retention 

plan is ''key'' to identify, retain and reward these 

employees. The purpose of such plan is to connect 

the dots between performance and results, 

providing a means to create and sustain long-term 

engagement. Also, it offers a good window for 

start- and scale-ups that compete with larger, well-

capitalized companies to attract and retain top staff. 

The main questions are: which possibilities of 

retention are provided and which ones are the most 

suitable under what circumstances and conditions?

In case of an acquisition in general companies 

may need to consider to offer key employees a 

compensation package consisting of (an increase 

in) salary, (retention) bonus and long-term incentive 

compensation. The amount of money that is 

earmarked for employee retention is generally 

considered part of 'the costs of the deal'. Timing 

of the retention offer and date(s) of payment are 

important. However, a retention bonus alone will 

not create long-term engagement. A long-term 

incentive plan may therefore also be put in place. 

There are many types of compensation plans 

and differing tax, legal and accounting issues that 

should be considered when reviewing each. A full 

discussion of the issues is beyond the scope of this 

article, but three common plan types are: 

• Restricted stock units (RSU's) 

• Stock Option Plan

• Phantom Stock Plan

All these three types of plans aim to bind a key 

employee to the company for a long(er) period, but 

that goal is achieved in a different way. The first two 

plans offer real equity (actual shares or stock options 

in the company). Generally certain conditions are 

posed upon the employee to stay on for a certain 

period of time failing which either a "claw-back 

provision" kicks in (RSU's) or the employee will lose 

the possibility to exercise the stock options if he 

leaves before the vesting period has lapsed (Stock 

Option Plan). The third type of plan provides the 

KEY EMPLOYEES – HOW TO RETAIN THEM
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employee with phantom equity, merely being a 

contractual right mirroring the real equity. Phantom 

stocks are in essence purely a bonus issued at 

regular intervals based on the performance of 

the related company share price. The latter is less 

helpful for start- and scale-ups, as the shares of the 

company do not (yet) represent a development of 

the company share price. 

In any case companies should take their sizes (start-

up, middle staged or larger, well-capitalized company), 

their financial viability and the tax and accounting 

consequences into account, when determining which 

plan it offers. 

Want to get more insight detail on the various short 

and long term plans? 

Read the full article here  >>
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Successful innovations, from fintech, robotics, 

autonomous systems, machine learning, to other 

types of artificial intelligence, increasingly require 

vast amounts of data. The more qualitative data is 

gathered, the more you can improve your products 

and services, and consequently attract more 

customers. In turn, the more customers you can 

attract, the more data you can collect, effectively 

improving your innovation’s competitive edge. 

However, the privacy aspects are often overlooked 

when processing personal data, which is a shame. 

Besides the impact on customers, it will significantly 

diminish the value of your innovation and scare off 

investors, especially in the wake of the even stricter 

privacy rules and significant fines of the EU General 

Data Protection Regulation (GDPR).

1. Privacy awareness makes your Innovation 

more valuable

As of 25 May 2018, the GDPR will directly be 

applicable. In view of these new privacy rules, you 

should also start with investing in privacy from the 

commencement of your company. In the end, it 

pays off. It is therefore a smart thing to do. From the 

investor’s point of view, if you are looking to invest in 

or purchase innovative startups, it is currently usually 

out-of-question that you should closely scrutinize the 

privacy compliance level first, and thereby the value of 

the data, in order to be able to achieve your objectives.

2. Data breaches

The number of publicized data breaches is 

increasing. In the Netherlands, companies are 

already obliged to notify serious data breaches 

to the data protection authority and impacted 

individuals. The even stricter data breach rules of the 

GDPR will arguable lead to even more notifications 

of data breaches that become public. Such incidents 

have an immediate impact on the value of your data 

and company. There are many examples of investors 

pulling out, and significant reductions in purchase 

prices due to such incidents.

3. The upside of privacy compliance:

Digital trust

We believe that it is smart to invest in, and secure 

privacy compliance. In the first place, protecting 

privacy is the good thing to do. Just imagine how 

you would want other companies to handle your 

data. Secondly, the higher the confidence level of 

customers regarding privacy, the more willing those 

INVESTING IN PRIVACY PAYS OFF
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customers are to provide their data. Demonstrating 

good privacy practices can become a selling 

point, and prevent customers from shunning your 

company. Thirdly, privacy compliance is essential to 

fully exploit the value of your data. If privacy has not 

been taken into account when collecting the data, 

this could have as a result that the data may not be 

used to achieve your objectives.

Interested in reading more on digital trust and why 

the level of privacy compliance maturity is also 

essential for investors? 

Read the full article here  >>

"Demonstrating 
privacy compliance 

can become a unique 
selling point!"
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When Paradox Interactive acquired world-

renowned strategy game developer and creators 

of Age of Wonders-series, Triumph Studios in June 

2017 they of course hosted a live stream and Q&A 

about the acquisition on Twitch. Twitch being the 

world's leading video platform and community for 

gamers with over 45 million gamers that gather 

here every month to broadcast, watch and chat. 

This is exemplary of how the boundaries are 

blurring in the world of gaming as well. We are 

speaking to Juliette Auverny-Bennetot, the Senior 

Legal Counsel at Paradox Interactive where she 

specializes in intellectual property, commercial and 

corporate law out of her office in Sweden.

“When we joined forces with Triumph we also gained 

access to the large and dedicated community 

they had built over the years and we are looking to 

expand that community even further going forward. 

Communities are important because it is one of 

the most effective ways nowadays to connect with 

your audience. Pushing messages out there is less 

and less effective, especially because our audience 

is using almost all channels out there to consume 

content. They often don’t see, or care, on which 

channels they get their content. They already 

adopted that notion of blurring boundaries. 

Culture eats strategy for breakfast

An important part of the acquisition was the fact 

that we not only gained an external audience but we 

also needed to make sure that the internal structure 

and above all culture would play in our advantage 

instead of being a deal breaker. So, besides the 

traditional financial and legal due diligence we 

performed a very elaborate cultural due diligence to 

make sure the two teams could merge seamlessly. 

This worked very well and already we are seeing 

synergy effects where the combined forces use all 

their creativity and intelligence to work their magic. 

Not only on the development side but we also learn 

from each other, we gained a lot of knowledge and 

insights on the marketing and advertising side for 

example and gave back more insights on how to 

build other types of games. Paradox is a big company 

but we still have an informal start-up culture and we 

hope to keep it that way even when we’re expanding 

across the globe. We are working hard now to lay the 

groundwork for future integration. 
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The art of letting go

What I see in the market is that VR is on the rise but 

that the big studios are still laying low, it’s more a 

niche players game as it were. We see the mobile 

game developers with games traditionally “less deep” 

creating more complex games but the challenges 

there is to remain true to their user base, which is 

quite different from our user base for example. Here 

at Paradox we are working hard on streaming for 

example and we have a very active “Mod” community 

that modify our games to their own specifications. 

We give them the code to do so, which was very 

counterintuitive at the time for me as a lawyer of 

course. But by letting go and creating a clear set of 

rules (modified games may not be sold for example) 

we see our fans sharing our games, videos on Youtube  

or Steam (a platform to buy games on-line) and 

therefore the user base of our games is rapidly growing.

Blurring boundaries to the max

These are interesting times as they say. The 

gaming industry is now even bigger than the movie 

industry and we see the two getting closer every 

day. Gameplay soon will look more and more if 

you yourself are inside a movie, controlling the 

characters. Sooner rather than later I see games and 

movies merging completely. You already see people 

that play our game online and upload that content 

on YouTube. Videogame music has the same status 

now as movie scores had in the not so distant past. 

Tracks of our games can be listened to on Spotify for 

example. All those boundaries are blurring as well.
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The legal work is also changing, not only in general 

but also for us specifically since we grew from a 

small studio to an international public company 

in a short period of time. Now we are acquiring 

other studios. Where, not so long ago, I was an 

intellectual property specialist doing my job in one 

country, I have now become more of a generalist 

working across a variety of legal specialties within 

different jurisdictions.

Having a company in another country also means 

you must respect local laws. Employment law for 

instance can be very different, even throughout 

Europe. In that respect we look for help from 

local counsels with local expertise. For Paradox 

it is very important we work with firms that are 

tech savvy and have the right cultural fit. We are 

very cool and even a bit nerdy of course haha. 

In any respect, working in the gaming industry 

is anything but dull, I sometimes find myself 

explaining to developers that the spaceships we 

develop can’t look anything like the ones that are 

used in Star Wars because of IP infringement risks. 

Like I said, never a dull moment”.
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If your startup company intends to raise money 

through a financing round, one of the documents 

that you will come across is the term sheet. The 

term sheet usually contains language around the 

investor conducting a so called 'due diligence 

process'. The good news is that you are one step 

closer to getting to yes, the bad news is that a due 

diligence procedure can be - well let's be honest 

- a time consuming process. Nonetheless, a due 

diligence process is a necessary means to get to 

'money in the bank’ and therefore very important. 

This blog will tell you all you need to know about 

the due diligence procedure.

So what is a 'due diligence' investigation?

Due diligence is the process of investigating a target 

company and its business to determine the object of 

the investor's investment. As investing in early-stage 

companies - or in any company actually - may be 

risky, conducting a due diligence investigation may 

identify smoking guns at an early stage, enabling 

the investor to either mitigate the risks at hand, 

renegotiate the deal on the table or in the worst 

case, blow up the deal.

So what did you get yourself into? Some investors 

do very little in terms of due diligence, others may 

request you to provide the whole shebang. Generally 

a due diligence is done at least on financials, legal, 

tax and structuring. The due diligence process 

usually starts with a 'due diligence checklist' sent by 

the investor, which lists all information requested. 

The list of documents requested can be long and 

usually contains at least information on the cap 

table, finance or funding history, material contracts, 

IP related documents, employees and any litigation 

related documents. The number of documents you 

will be able to provide depends on how long you 

have been in business. For more information on the 

due diligence checklist click here to download a 

short form due diligence checklist prepared by us.

To prevent anyone's mailbox from overflowing, the 

due diligence documents are usually uploaded in 

a 'virtual data room', a digital source in which you 

can upload the requested information. To prevent 

looking for a needle in a haystack, be sure to 

keep your data room organized. Bonus points for 

matching the folders to the investor's due diligence 

checklist. Once the filling of the data room is 

completed, the data room will be shared with the 

investor. Usually the investor and/or its advisors may 

have some questions in respect of the documents 

provided. Any of such subsequent due diligence 

RAISE MONEY FOR YOUR START-UP … 
THE DUE DILIGENCE PROCESS
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and its business to the other party. For instance 

‘the company is not involved in any litigation’. If 

after the deal is done it transpires that the company 

actually was involved in litigation and this has not 

been disclosed to the investor, the company or 

the shareholders may be held liable by the investor 

for breach of the reps and warranties. This would 

requests are usually submitted through the 'Q&A'. 

Although some fancy data rooms have a special 

folder and format for the Q&A, the questions and 

answers are usually submitted in an Excel file. The 

whole process of submitting and answering Q&A's 

and uploading additional due diligence requests may 

repeat itself several times. 

The due diligence process can take from several 

days to several weeks, depending on the complexity 

of the transaction and the number of issues 

requiring additional analysis. The due diligence 

process is completed once the investor has gathered 

enough information to decide whether to invest or 

not. Jup like we said, time consuming.

So what should you disclose to an investor?

Anything that is material for a potential investor 

investing in your company should be disclosed. 

Although you want to present your company in 

the best possible way, never try to hide something. 

Not only your relationship with the investor is at 

stake but you may also risk liability under the final 

transaction document. The transaction document 

usually contains a set of representations and 

warranties, or just 'reps and warranties', in which the 

company or the shareholders represent certain facts 

and give certain assurances about the company 
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with you, they will actively engage to help you get 

through your challenges. 

Seven key due diligence take aways:

• If you snooze you lose. Make sure to organize all 

documents that may be requested by a potential 

investor before you go out to raise money so 

you don’t slow down the process. To start your 

preparations click here to download the short 

form due diligence checklist prepared by us.

• Be sure to keep the data room organized. Bonus 

points for matching the data room folders to the 

investors checklist. 

• Engage a good lawyer who understands start-up/

scale-up funding.

• Disclosure is your friend. You want to make sure 

any issues are clearly disclosed.

• Ask the investor to share the due diligence results 

with you. You'll want to know whether the investor 

focused on the relevant questions and if necessary 

you can explain why something is not an issue in 

be different if the investor was or could have been 

aware of the litigation because you disclosed it in the 

data room. In other words, disclosure is your friend.

In Europe it is very common to disclose the entire 

data room. This means that you cannot be held 

liable for any breach of the reps and warranties in 

case such information was disclosed in the data 

room. In US deals disclosure of the data room is not 

very common, which means that even if you shared 

it through the data room this does not prevent you 

from being liable for any breach of the reps and 

warranties. Anything you want to disclose against 

a specific rep and warranty must be specifically 

disclosed in a disclosure letter to avoid liability. This 

means additional work on your or your lawyer’s side.

So what should you do with any issues or red flags? 

Some issues may be fixed with the help of a lawyer 

before you put yourself out there. If it cannot be 

fixed in time, keep in mind to disclose it early on 

to the investor. If they are interested in working 

your view. Even if the investor kills the deal, you'll 

want to know what the showstoppers are. 

• Install a deadline for the due diligence, to make 

sure to keep up the pace. 

• Last but not least, due diligence is not a one way 

street. Make sure that you conduct your own due 

diligence on the investor. 

Download the Due Diligence Checklist here  >>
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The disruption in the media industry caused by 

digitalization is indisputable. Increased value of media 

content and new innovative supply chains for media 

content distribution and improved user experiences 

have resulted in a huge rise of revenues in the media 

industry, more specifically in the movie and video 

production industry. The downside: production and 

distribution companies of motion pictures, TV series 

and other valuable video content have become prime 

targets for cybersecurity breaches. You may, for 

example, remember the Sony hack in 2014 and the 

more recent Netflix hack (Orange is the New Black). 

As a result, media companies have an increased 

focus on implementing preventative cyber security 

measures. As "the best defense is a good offense" 

many media companies for example test their 

IT infrastructure for vulnerabilities by means 

of a penetration test ("pentest"). Why? To find 

vulnerabilities that cybercriminals could use for 

a cyber attack. This is not only important in the 

context of protection of valuable digital assets, 

but also in the context of a possible cyber security 

insurance. A pentest can prevent a lot of damage 

which is of interest to the insurer too. However, a 

pentest is not without any danger. Is the damage 

caused by a failed pentest also part of the coverage? 

Clear rules in the policy can prevent legal issues in 

case of a failed pentest.

Pentesting carries risks in the field of privacy (possible 

data breaches), copyright (unlawful circumvention 

of security measures) and criminal law (intrusion of 

computer systems). Furthermore, pentests involve 

risks for business continuity. A failed or bad pentest 

can crash the IT infrastructure of a whole company 

- or change or delete valuable data. This might even 

lead to claims of customers or business partners.

In the emerging market of cyber security 

insurances, insurers often do not have specific 

rules on pentesting. Insured companies who 

perform pentesting (or have pentests performed) 

therefore depend on the general provisions of a 

(cyber security) insurance policy. In practice, the 

interpretation of these provisions is a grey area. 

To give you just one example: on the one hand 

the insured should act as a 'responsible insured 

company', resulting in a need to undertake adequate 

preventative measures (including pentesting). On 

the other hand damages arising out of own fault 

CYBER SECURITY IN THE MEDIA INDUSTRY: 
PENTESTS VS. INSURANCE COVERAGE
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or intent of the insured (such as damages as a 

result of a bad pentest) are in most cases not easily 

covered by (standard) insurance. However, finding 

vulnerabilities and correcting them will significantly 

reduce the risk of future damage. The latter is a win/

win situation for the insured and the insurer. 

Other examples of the deadlock between the 

insurer and the insured in the area of cyber security 

insurance coverage? How do third-party providers 

of pentesting services fit in this discussion? 

Read the full article here  >>

"The best defense 
in protecting your 

digital assets is a good 
offense!"
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WHOSE TWEET IS THIS ANYWAY? 
THE CORRECT WAY TO HANDLE YOUR IP ON SOCIAL

Social media are no longer the exclusive terrain 

of vanity queens sharing their karaoke sessions, 

philosophies on carbs and cat pictures. For an 

increasing amount of people, social media have 

even become their primary source of information. 

That may sound troubling, but it also creates 

opportunities. More and more businesses realize 

the commercial impact of social media and are 

incorporating these channels into their business 

and marketing plans. All this uploading and sharing 

raises some questions, for example: how do you 

make sure your organization owns the content and 

the data generated via social media?

Content ownership

Content such as text, pictures and video recordings 

can be protected by copyright. The copyright will be 

owned by the person creating the content, who may 

prevent others from using it without their consent. 

As an exception, creations of employees will 

automatically belong to the employer if the content 

was made in the performance of their employment. 

For example, a company/employer will own the 

rights to a blog posted by the marketing assistant and 

to uploaded sketches made by their design team.

Social media accounts

The corporate accounts will be managed by natural 

persons. The copyright in the content they generate 

will probably belong to the company as their 

employer, but who owns the account itself? 

Employees handling your account 

A social media account, including the list of friends 

or followers, is not protected by any IP right. If a 

(former) employee refuses to provide access to the 

account, companies may try their luck by invoking 

misappropriation of trade secrets, violation of a 

contractual non-solicitation clause or violation of 

the duty to be a 'good employee' as stipulated in art. 

7:611 Dutch Civil Code.

Social media clause

Such situations may best be avoided by including a 

social media clause in employment agreements or 

incorporating general social media policies, clearly 

stating the ownership status of such accounts. 

License to platforms

On the other end, the terms and conditions of 

Facebook, Twitter, YouTube, LinkedIn, Instagram, 

10
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etc. should be considered. They all grant a virtually 

unlimited license, allowing the platforms to use 

anything uploaded. This means that they can 

reproduce, store, transmit, publish, adapt, modify 

and sometimes transfer your content without 

paying any compensation. There's nothing much to 

do about these terms if you're set on using social 

media, but please do keep in mind what you've 

signed up for when deciding what information will 

be shared and in what way. 

IP infringement

Many users won't realize that content can be 

copyright protected and will for example download 

your images and use them for their own website, 

or use a registered trademark on a fan page 

honoring the trademark owner. It's practically 

impossible to monitor all traffic on social media 

to detect infringement. But if you do, remember 

that everything is nowadays shared on social media, 

and aggressive letters demanding that they cease 

infringement will be no exception. Reputational 

damage is just around the corner, so consider what 

impression you want to make when addressing IP right 

infringers - especially if they're just harmless fans. 

Fan of this topic and want to know more details?

Read the full article here  >>
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Thursday 8 February 2018

Hosted by Ciesco and Van Doorne

Please join us for the forthcoming Ciesco and Van Doorne event on the 2017 Global 

Review of M&A activity in the technology-enabled media and marketing sectors.

Ciesco, the boutique corporate finance advisory firm, tracks global M&A activity 

within these sectors throughout the year and publishes its key findings in an annual 

report. Van Doorne's TMT sector team offers a legal perspective and brings the 

necessary order within the blurring boundaries that characterise these sectors. 

This event will showcase Ciesco's analysis of deals by volume and disclosed value, 

geography and sector, together with an overview of the buyer landscape. We will 

reveal the key insights and trends, as well as our outlook for these sectors.

As the report features Ciesco's outlook for 2018 and beyond, we have invited 

leading practitioners from a diverse range of disciplines, combining a mixture 

of the media networks, technology companies, consultancies, brands and 

private equity to come and share their thoughts on current trends and what  

to look out for in the future. Further details on the afternoon program will 

follow shortly.

We hope you are able to join us on the 8th February 2018 for this exclusive event!

Please register at http://pages.vandoorne.com/2017maglobalreview  

and we hope to see you there!

INVITATION TO THE 2017 GLOBAL M&A REVIEW: 
TECHNOLOGY ENABLED MEDIA & MARKETING SECTORS
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Blockchain is one of the most hyped technologies 

over the last years. It has the potential to disrupt 

existing and also to enable new business models 

and thus to be game changer in every industry 

thinkable. The TMT industry in not different. 

Blockchain introduces multiple solutions for current 

problems in the TMT industry, from uncovering fake 

news to alternative pricing schemes and ways to 

distribute royalties. Use cases are already emerging 

and some applications are ‘alive and happening’. 

Tackling fake news

Recent US elections are a good example of the 

general public being introduced to fake news going 

viral with all the associated consequences. A scheme 

to use Blockchain to combat fake news, is to create 

a credible system of content ranking in which users 

will be rewarded for their feedback (similar to the 

Bitcoin transactions confirmation scheme). 

Journalists will publish their articles on a platform 

and other users and journalists will earn credits for 

supporting factual and investigative work. On the 

other hand, users as well journalists will lose 

credits when they support fake news. 

Another scheme to tackle fake news is to use 

Blockchain as a source authenticity tool.  

Belgium-based KBC Bank, for example, started a 

Blockchain based initiative in order for its 

customers (and third parties) to check if press 

releases or presentations are actually authentic and 

provided by the KBC Bank.

Distribution of (royalty) payments 

Another Blockchain use case in the media industry is 

the distribution of (royalty) payments for use of 

media content. Currently royalty schemes are based 

on various agreements between multiple 

stakeholders (performers/authors, producers, 

publishers, platform providers etc.). This results in a 

complex payment structure with little transparency. 

One of the most renowned Dutch DJ’s, DJ Hardwell 

was the first DJ to put his intellectual property rights 

into a Blockchain, serving as a third independent 

party that makes the payment process faster, more 

efficient and cheaper.

Blockchain technology may also be used to cut out 

the middle man and distribute media content 

directly to the user. Each content item is then 

BLOCKCHAIN – 
A CHANGE IN THE CHAIN OF COMMAND
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uploaded on a Blockchain with an unique ID and 

time stamp. When a user downloads the media 

content published on the Blockchain, such usage 

will be recorded in the Blockchain enabling 

real-time pay-per-use pricing mechanisms directly 

between users and content creators. This still allows 

content distribution through content aggregators, 

but customer payments do not necessarily go 

through such aggregators anymore. Aggregators 

rather get paid in arrears by the content creators. 

Truly disruptive to current business models of 

content aggregators! 

Keen to read how Blockchain could help with 

monetizing media content on social media? 

Read the full article here  >>

"Blockchain as the 
answer to the Ultimate 

Question of Life,  
the Universe, and 

Everything?"
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Lawful processing - consent

Consent is one of the statutory bases for processing 

personal data. The GDPR makes obtaining consent 

significantly more difficult. Various criteria need to 

be fulfilled in order for the consent to be valid. For 

example, it must be freely given, specific and based 

As of 25 May 2018 the General Data Protection 

Regulation (GDPR) will be directly applicable in 

every EU Member State, replacing the current 

European data protection laws. The key new 

elements in the GDPR are:

Scope of the GDPR 

The GDPR extends the scope of European 

data protection laws. In addition to EU based 

organizations, also non-EU based organizations will 

have to be GDPR compliant under circumstances. 

Furthermore, the GDPR not only includes obligations 

for data controllers, but also for data processors. 

GDPR & 
NEW EPRIVACY 
REGULATION – 
WHAT TO EXPECT?

on an informed and unambiguous identification of 

an individual's whishes. 

Accountability 

The focus on accountability is new under the GDPR 

regime. The key to accountability is the ability to 

12
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demonstrate compliance. This can be demonstrated 

by implementing measures to meet the principles of 

data protection by design and default, implementing 

appropriate technical and organizational measures 

to prove your compliance and keeping records 

of all data processing. In view of this focus on 

accountability, the GDPR includes the following 

obligations:

• Documentation Duty. The GDPR requires 

organizations to maintain relevant and detailed 

documentation of the data processing that takes 

place within the organization.

• Data Protection Officer (DPO). Public authorities 

will have to appoint a DPO. Other organizations 

need to do so as well if they carry out large 

scale systematic monitoring of individuals as 

core activity or process special categories of 

data on a large scale as core activity. 

• Data Breach Notification Duty. Data breaches 

will have to be reported to the supervisory 

authority within 72 hours. The affected data 

subjects will have to be informed without undue 

delay. 

• Data Protection Impact Assessment (DPIA). The 

GDPR obligates to conduct a DPIA in case the 

processing entails a high risk for data subjects. 

Rights of the data subjects

In general, organizations can expect a set of 

new and strengthened rights for data subjects to 

safeguard a higher level of privacy protection in 

the EU. For example, the right to be informed is 

expanded considerably. 

Sanctions

The GDPR empowers supervisory authorities to 

impose administrative fines up to a maximum of 20 

million euros or 4% of the worldwide turnover of an 

organization, whichever is higher. 

Do you want to read more on the key new elements 

of the GDPR? 

Read the full article here  >>
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